Bullying Privacy and Confidentiality

(Notes from a seminar given on 16 November 2009 by Debbie Brett of Blandy & Blandy LLP)
This week is the UK’s Anti-Bullying Week – specifically aimed this year at the issue of cyber-bullying.
It serves as a timely reminder, therefore, of the issue of bullying and it seemed appropriate that we look back at the last year and the developments there have been in this area.

The issue of bullying is a highly emotive one, and certain high profile cases over the last 12 months have only served to underline the difficult path that Schools have to tread to ensure they balance the competing interests of having a policy which is open, transparent and understandable by all, and those of pupil privacy and confidentiality.

In this section I will be looking at the following issues:

· the general duties of Schools in relation to bullying
· the recent case of Thomson v Berkhamsted Collegiate School
· the fall out from the dismissal of Carol Hill, the dinner lady who hit the news earlier this year having been accused of breaching school confidentiality in discussing the events of an alleged bullying incident with the victim’s parents; and finally

· we will then look at the issue of cyber bullying.  This is an issue which we touched on last year in our seminar, and today we shall look at it in a bit more detail, in particular whether the standard anti-bullying policies are adequate to deal with this specific issue

So, firstly, let us remind ourselves of what the School’s duties are in connection with the thorny issue of bullying.

A School’s duty…….

…..is to take reasonable care for the health and safety of its pupils.  
It is now generally accepted that teachers “have a duty to take such care of pupils in their charge as a careful parent would have in like circumstances , including a duty to take positive steps to protect their well-being” (LJ Auld, Gower v London Borough of Bromley [1999] ELR 356)
Despite the consistent media interest in and high profile nature of the bullying issue there have been few cases of note in this area in recent years.

Thomson v Berkhamsted Collegiate School
Earlier this year, however, two cases hit the headlines.  In the first, a former pupil of Berkhamsted Collegiate School brought a claim against his former school, alleging that it failed in its duty of care to take proper measures to prevent him from being bullied. John Thomson attended the school from September 1994 to June 2002.  From the autumn term in September 2001 to the end of his schooling, representations were made on various occasions by John and his parents, to teachers and governors at the school complaining of actions by other pupils and the failure of staff to take any sufficient action in respect of it.
Proceedings were issued against the school by John in June 2006, and came to trial in March 2009.  It was reported that the former pupil was claiming in excess of £1million in respect of the loss and damage which he suffered as a result of the bullying, which he claimed caused him to suffer from a depressive disorder, affected his performance at University, and had affected his ability to find a decent job.

Two weeks into the High Court trial, Mr Thomson discontinued the claim, on the advice of his doctor.  The matter rumbles on however as the focus has now shifted towards who should foot the bill for the School’s costs incurred in defending the claim, which are believed to be in the region of £250,000.  The reason for this is that the very essence of Mr Thomson’s claim was that he had been rendered all but unemployable as a result of the school’s negligence, therefore when Mr Thomson withdrew his claim, and was subsequently ordered to pay the Schools’ legal costs the reality was that there was no reasonable prospect of him ever being able to pay the amount claimed.

So the School has now turned to who it believes was the driving force behind the claim – Mr Thomson’s parents.  

In a decision issued at the beginning of October 2009 in the Thomson case, Mr Justice Blake concluded that there is a “good arguable case” in these circumstances for an order requiring the parents to pay the School’s costs.  The final judgement in this matter is due before the end of the year.  Such a result would represent a significant move by the Courts in cases such as these and, one can imagine, will result in even fewer of these cases being brought.

The case of Carol Hill 
Bullying and its effects are of immense media interest, and as with any issue where the media plays a part, it is more likely than not that the story which is reported will be a distorted version of what actually happened.  The issue is a highly emotive one, and as we are all aware when dealing with such subjective interpretations of events it is very easy for positions to become polarised very quickly – with one party the victim, the other the aggressor.  Once those lines are established it is difficult to move away from them in the mind of the public, regardless of the true rights and wrongs of the situation.
Let us take another high profile example of a bullying incident, which quickly became a story (not about the bullying itself) but about the reaction of the School to it.  

You may all have read the coverage earlier this year about the case of Carol Hill, a dinner lady at a primary school in Essex, who was sacked from her employment with the School for gross misconduct in what was claimed to be a “breach of pupil confidentiality”.

The facts that we do know (and which do not appear to be disputed are as follows):

1. Mrs Hill was on duty at dinner time in the playground supervising the children when a pupil came to her and told her that another pupil, a little girl called Chloe, had been tied up and hit.
2. Mrs Hill then found Chloe, who had apparently been tied to a fence with a skipping rope, and had been hit with another rope.  Mrs Hill claims that two boys who were with Chloe at the time admitted they had hit her.

3. Mrs Hill took Chloe back to the School to a first aider, and then informed the Head who happened to walking down the corridor at the time.

What internal action the School then took, is not entirely clear.  What we do know is that the School sent a letter home with Chloe that evening which informed the parents that Chloe had been hurt in a skipping rope incident.  Chloe’s parents did not have time to discuss matters with their daughter before they went out to a Beaver Scout’s meeting at the village hall where Mrs Hill was working on a volunteer basis.  It was at that meeting that Mrs Hill was said to have breached confidentiality and reported to Chloe’s parents what she had seen earlier that day.  

Now, there is no doubt that we do not have the full story in this matter – and in fact we may never know the full story.  However that has not stopped the press from vilifying the School and its response to the incident – from the School’s perspective the damage has largely been done.  So, given the few facts of which we are aware, what can we learn from this episode:
1. The School’s position is that it dealt with the original incident between Chloe and the other pupils in accordance with what they described as their “behaviour policy”.  It is of course a requirement for all Schools to have anti-bullying policies in place which comply with government guidance.  The Education (Independent School Standards) (England) Regulations 2003 (as amended) set out the standards to which independent schools will be inspected under the Education Act 2002.  Schools are required to “safeguard and promote the welfare of children who are pupils at the school” and it is a specific requirement that Schools “draw up and implement effectively a written policy to prevent bullying”
2. I shall go on to consider the basic points which a bullying policy should contain shortly, but what is evident from this case is that whilst there may have been a behaviour or anti-bullying policy in place there appear to have been issues with its implementation:

a) Firstly, the accident book at the School apparently correctly recorded that Chloe had been tied up and hit with a skipping rope.  The letter to the parents however, did not say this, and, some would say, rather played down the incident.

b) In addition, it appears that the parents of the other pupils involved in the incident were invited in to School to discuss maters – Chloe’s parents were not.  This only heightened the perception (rightly or wrongly) that the bullies were somehow being treated more fairly than Chloe.

3. We can also see from these events how important it is that all staff and parents are aware of the anti-bullying policy and understand what their duties and responsibilities are when there is an incident of bullying.  Simply because an issue is sensitive – as bullying is, does not mean that there is immediately thrown up around the matter a cloak of confidentiality.

4.  The School claimed that Mrs Hill had breached pupil’s confidentiality in discussing the matter with Chloe’s parents – but is that really the case?  We do not know what was deemed to the be the confidential information in this context – was it what happened, the names of the other pupil’s involved, or what had happened following the incident? What is clear is that this is all information which Chloe could have (and subsequently did) discuss with her parents – so could any of it truly be confidential?  I would suggest that one of the main reasons why the problem arose in this case in the way that it did, was simply a question of timing - Mrs Hill spoke to the parents first, before they had spoken with Chloe, and believing them to be already aware of what went on.  Add to that the fact that the actual events were not reflected in the letter to the parents from the School and the School found itself in a very difficult position.   
5. So in dealing with issues of this nature a School should – be clear:

a) If an employee is to be expected not to discuss matters with parents until the outcome of an investigation into a bullying incident then make sure staff and parents are aware of this obligation, and appoint a key contact to whom parents can speak and to whom other staff can direct them if the issue arises – don’t seek to fall back on the label of confidentiality as it may not always apply in those circumstances.

b) If you are corresponding with the parents do not allow issues surrounding the sensitive nature of the subject to override the duty to report incidents accurately and fairly.

c) The School must be seen to be impartial in its investigation and balanced in its approach and – as is often the case – communication is the key.  If the parents of the alleged victim feel that they are excluded from the process then the balance is not quite right.

The Anti-Bullying policy

So let us now look what should be covered in a standard anti-bullying policy:
1. A statement of intent, setting out the aims of policy, tying it in to the ethos of the particular school.  The policy should not be one merely designed to respond to incidents of bullying, it should set out what the School intends to do to prevent bullying.
2. Definition of bullying – Schools can agree their own definition with input from pupils and staff, but the general definition is that it is “Behaviour by an individual or group, usually repeated over time, that intentionally hurts another individual or group either physically or emotionally”.  The policy can list the types of bullying which it is designed to cover – for example, emotional, physical, verbal and from July 2007 all policies should cover the issue of cyber bullying (as to which more later).
3. Who does it cover – it is now recommended that the policy cover incidents between pupils, but also the bullying of staff (whether by pupils, parents or other staff).

4. the policy should set out the roles and responsibilities of the Head Teacher, teachers, parents, non-teaching staff, and Governors.  

5.  Monitoring and evaluation – should be at least every 2 years

Cyber Bullying
That covers the basics, but one point which I wanted to return to and look at briefly is this issue of cyber bullying.  We are no doubt all aware of the term cyber bullying – it can be defined as “the use of information and communications technology, particularly mobile phones and the internet, deliberately to upset someone else”.  A very simple definition for what is a complex and disturbing problem.

The anti-bullying charity Beatbullying has this week issued its latest report into cyber bullying and its effects.  The report, entitled “Virtual Violence: Protecting children from cyber bullying” draws on the results of a survey conducted amongst just over 2000 secondary school pupils.

The results are sobering:

Almost 1 in 3 of the children surveyed had been cyber bullied (this is a marked increase from the results of the National Bullying Survey in 2006 with only 7% of the schoolchildren who took part claiming they had been cyber bullied). 
Almost half of those surveyed (44%) claimed to have witnessed cyber bullying.
With Ofcom reporting that at least half of 8-17 year olds have a profile on a social networking site, the survey dug a little deeper and looked in particular at the roles played by social networking sites in cyber bullying.  

Of those cyber bullied: 

57.9% were bullied via MSN instant messenger

And

Almost 30% had experienced problems on Bebo

Cyber bullying differs from our ideas of traditional bullying (for want of a better term) in several significant ways:

· It invades the home and personal space of those affected
· There are inherent difficulties in controlling electronically circulated messages – it provides pupils with the ideal means with which to share offensive material with a huge audience

· There is a perception that such bullies can operate anonymously

· The profile of those doing the bullying changes when it comes to cyber bullying – the distance provided by the use of the computer or mobile phone, makes it seem less personal and confrontational to the bully, and so may be used by a pupil who would otherwise never engage in bullying activity. The effect on the victim is just as damaging.

· There is also the difficulty of where do you draw the line, as otherwise innocent bystanders perpetuate the victim’s suffering by continuing to forward offensive messages, photographs etc to their own friends.

Examples of cyber bullying include……………

· The setting up of website pages, and inviting others to post derogatory comments about a pupil or teacher;
· Pupils who film assaults or fights and circulate them via their mobile phones;
· The sending of offensive, cruel text messages;
· Posting fake, obscene photographs on social networking websites
It is essential for a School to bear in mind that some activities may be unlawful (even criminal) but it is essential for the School to understand where the line is drawn, as in some cases the act will not be unlawful at all.

Schools should firstly therefore have enforceable policies and procedures prohibiting these activities.  It is worth bearing in mind that your standard bullying policy may simply not be appropriate in these cases and so a separate cyber bullying policy should be considered.  In addition, in order to be in any way effective, such policies should include a specific authority allowing the School to access the content of pda’s, mobile telephones and such like as part of any investigation into cyber bullying, and to delete indecent or offensive material which has been used in the bullying.    

The fact is that even with such specific authority there remain limits to what the School can actually read on confiscated equipment (a school is not entitled to read a pupil’s  private correspondence when it is looking for indecent pictures for example), but such authority would provide a start.  Schools will have to consider and document the reason for any examination and the extent of it, it is also worth arranging for two member of staff to conduct the examination in case there is revealed any material which may indicate a criminal offence has been committed – all of this can be covered in the policy, or in the parent contract.  In addition it is always worth having an “Acceptable Use Policy for ICT equipment as a back up to the behaviour policies. 
If the School finds material which is merely inappropriate then it is for the School to deal with those pupils in accordance with its published policies.

If, however, the School discovers material which is illegal or may disclose an offence then it should halt the investigation and secure the item.  It may be necessary to report matters to the Police, or in fact the victim may already have reported matters.  

What is the likelihood, therefore that pupils bullying others in this way are breaking the law?

Potential Offences
Pupils are entitled to their freedom of expression and respect for their private lives, provided they do not infringe the rights of others.  Infringement in this context includes – bullying, defaming, harassing and victimising.

There are various civil and criminal offences which can be committed in the course of cyber bullying:

Under the Obscene Publications Act 1959 it is an offence to publish an obscene article (which can include photographs or film).  Publishing in this context includes circulating, showing or transmitting the article. 

Protection of Children Act 1978 makes it an offence to take an indecent photograph (or film) of a child (anyone under 18).  It is also an offence for someone to distribute or show such images or to have them in his possession with the intention of showing them to himself or others.

Malicious Communications Act 1988 makes it an offence to send an indecent, grossly offensive or threatening electronic communication to another person with the intention that it should cause them distress or anxiety.

Protection from Harassment Act 1997 – civil and criminal offences of harassment, which is defined as a course of conduct which causes alarm or distress.  

Communications Act 2003 – makes it an offence to send a grossly offensive, obscene, indecent or menacing communication.  In addition there is an offence of sending a message that is known to be false for the purposes of causing annoyance, inconvenience or needless anxiety.

….and the list goes on.

Data Protection
Whilst it is worth remembering that prosecutions are unlikely if offenders are under 14 years of age, and the age of criminal responsibility is 10, that should not affect how the School deals with such matters.

What this does mean for the School is that it may well be asked for access to its files by the Police. Faced with such a request Schools may allow such access without much thought, however the School should always stop and consider the extent of the information sought by the Police, as unless the information is required to prevent or detect crime than the School may end up breaching the Data Protection Act 1998.
How to deal with such a request then?

· In the absence of a warrant or court order, ask the Police to send a written request specifying the information they require.  If they are simply asking to see everything in relation to a particular pupil it is unlikely that will be specific enough and a school may refuse to assist them, rather than breach the DPA;

· Even if the police are specific in their request, then the school must be reasonably certain that there would be a real likelihood that the prevention or detection of crime would be prejudiced if the School did not provide that information.

· The simplest way to protect itself in those circumstances is for the School to ask the Police to provide confirmation that that would be the effect of the school refusing to cooperate.

· You may find that in practice, when asked for such a statement the Police will in fact back off and choose to obtain Court order – which in turn relieves the school of some responsibility for making that difficult decision as to whether access should be granted or not, and clears the School from the possibility that it may breach the DPA.
Summary

For an area which has provided us with very little case law, there is always an awful lot to say about bullying.  Schools have to tread a fine line, balancing competing interests and making difficult decisions.  
What is clear is that the first line of defence for the School is a clear, accessible, understandable anti bullying policy which all the main players – pupils, parents and staff alike are aware of.  

The final line of defence is of course complying with it. 
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